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Executive Summary

Since SFA has been making considerable progress in recent years to update and develop statistical
databases for data collection, capture, verification, validation and processing. For example, SFA are
collaborating with the Institut Francais de Recherché pour | ‘Exploitation de la Mer (IFREMER) France
to modernize the statistical catch assessment survey, adapted from their Systeme d'Informations
Halieutiques (SIH), for the case of SIH the system should seamlessly be integrated into SFA and
interconnect with existing systems for data sharing within all the department but under one main
database. That would eliminate delays in submitting information or reports if the system is centralized.
The more data that can be obtained directly and digitally will eliminates human errors which can result

in delays. The new system would focus on fisheries statistical system administration.

In addition to that, SFA Information Technology platform must be up to the standard to cater for the
new development. In that light the project took way longer than as per the signed contract, due to

unforeseen event along the way.

As for the existing system, it had to be stripped down and the core processes identified. Since the
system development started in the early 2008 to 2009, the technologies used then was still being used

and thus bring forth concerns on the availability and stability of the system.

Further to SIH being fully deployed in SFA there were other software as follows; T3+, Observe, A
VDTH, AKADO, ANAPO to be deployed on the same server. Not all have been completed there

development process from the Institut de Recherche pour le Developpement (IRD).
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1. Introduction

SFA in collaboration with IFREMER was designing a new systems to capture data for statistical
purposes. The systems involved gathering data from fishing vessels which was done by its
predecessor FINSS. The purpose of this project was to advise SFA and setup the proper architecture
in order to implement and finalized SIH system. The System itself was set on a contract for 6
months which has been overlapped due to allocation of resources. Part of the deliverables from
IRD for the following (T3+, Observe, A VDTH, AKADO, ANAPOQO) where not delivered and still
ongoing. In general all deliverables for the SIH systems where met and working as per SFA

expectations.

Project Details:

Declaration:

| declare that the information provided in this final report is true and accurate to the best of my
knowledge.

Slim Dogley
Date: 30/9/2018
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2.  Summary description of project context and objectives

2.1 Objectives

The objective of the Technical Assistance is to provide expertise in information technology, database
and software management, and capacity-building support to SFA, with a focus on development,

upgrading and maintenance of the fisheries statistical systems.

In line of the project is to identify to actual system, access, propose and then perform implementation.
The system was conceived around the year 2009 and thus the technology itself would be very old and

in need of upgrade or replacement.

The proposal will be based upon the finding during the assessment of the system and the system be

finalized as per the contract based upon the existing structure and final proposition.

2.2 Project Definition

o Assist SFA in developing a data repository for all statistical datasets on a new server, which will

include:

e Assessment of technical requirements, identification of data sources and formats, selection
of the appropriate datasets, and design of the logical and physical structure of the data

repository;

o Creation of the physical database and the logical storage structures associated with the data

repository to provide fast and efficient access to the data;

o Defining storage management. Fast data access, data protection. Multiuser support and

security;

e Population of the various datasets in the data repository;
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Creation and storage of metadata and writing database documentation, including data

standards, procedures and definitions for the data dictionary;

Managing the data repository, including controls of access permission and privileges;

Set up management and maintenance procedures for statistical databases and related software
at SFA;

T3+, Observe, A VDTH, AKADO, ANAPO. Liaise with the Institut de Recherché pour le
Development (IRD) to perform the configuration set up for upgrading these software to the

New versions;

Set up procedures for the back-up of current databases at SF A (i.e. FINSS, AVDTH.

Observe, SIH) to ensure that storage and archiving procedures are functioning correctly;

Establish the needs of users and monitor user access and security for the Aldabra and
SVRSTT servers;

Configure and update observer laptops with latest version of Observe software;

Provide information technology-related support to SFA on projects under development to

improve the fisheries data management system.

Commissioning and installing new applications in order to make them fit for purpose, which

will include:

= Liaising with CLS on the design and setting up of the electronic reporting system.

= Liaising with IRD on technical aspect of the Observe module being developed

for the industrial longline fishery.

= Working in collaboration with consultant developing the new vessel and license

and registry.
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e Working in collaboration with IFREMER to develop a web-based reporting System for

dissemination of fisheries statistical information.

2.3 Project Organization

The Database design and implementation is being done by a developer team from IFREMER. | will
be attached to that team in order to deliver the system to SFA. | am mainly involved in setting up and
configuring the hardware and software aspect of the project in order to accommodate for the finished
product from IFREMER. The design of the system should be conducive to both the developer and

SFA in order to be compatible with the existing resources.

The Project IFREMER we are working on is to develop a database system to encapsulate both the
Industrial and Artisanal Fishing into one main database for statistical purposes, which will be linked

from the VMS system, licensing system and any other systems in SFA that involves fishing vessels.

The mission of IFREMER is to build an integrated science-based dataset to assemble all the data that
characterizes the "fishing system" and allow multi-scale integrated analyzes consistency of the data,
via harmonized reference systems and procedures, allow inter-comparisons between the different
sources and thus improve the overall quality of the data, promote the integration of data from other
information systems (including the DPMA LPIS) and interoperability with other systems (ecosystem

approach)

With the harmony database, the SIH provides the scientific community with a real tool for integrated
analysis of the sector, for research, evaluation and expertise conducted in particular in support of public

Policies and dissemination of information.

Beyond the provision of data to scientists, the SIH is in charge of the development of indicators on
fisheries uses, resources and ecosystems exploited by fishing, and their return to the various actors in
the sector, fishing and the general public. The demand for information is growing, coming from
diversified users: the scientific community, the Ministries, the Marine Protected Areas Agency, the
Regions, the local, regional and national professional organizations, the promoters of offshore energy

projects.
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With its ability to produce consistent data at different scales, anticipate needs, evolve its tools and
diversify products and indicators, the HIS strives to meet both the expectations of research and
innovation. Expertise that tends to increase within the framework of the Common Fisheries Policy
(CFP) but also Environmental Policies (Natura 2000, Marine Protected Areas, Framework Directive
Marine Strategy).

Thanks to its disciplinary integration, its statistical approach and its ability to monitor the entire fishing
fleet, IFREMER’s SIH observation system is recognized in Europe and has largely inspired the
European regulation for the collection of fisheries data and Economics (DCF) in the field of marine

fisheries.

Page 8



Project Planner

Selcta period to highlht at right. Alegend destring the charting ollws. . —

l /Plan Ouraion EActual Stat l/u Complete : ctual (beyond plan)

NN
AN

B

PN ACTUAL  ACTUAL

i LT START  DURATION PERIODS
Analysis ! b I
A N A A
SyStEm Design I 3 1
Confiure Server 7 3 [
Database Installation 0 ! 3
Testing ! 3 W
SetupSH ] 3 3
£
S (onfque oterDeehees L
<
& |
g Slupigt avd matenae procedre 21 | I
g
[a R

Documentation 7 5 g 4 0=

Page 9



ANALYSIS

Finding and Analysis




3. Analysis

3.1 Findings & Analysis

The current system at SFA is in a mixed environment consisting of:

- Windows Server 2003
- Windows Server 2008
- Windows Server 2012
- Windows Server 2016
- Centos 7 (Linux)
- Red Hat (Linux)

3.2 SIH Database Server

The SIH is installed on a new server with Windows Sever 2012 OS as the Application Server. The
Database server which is Oracle is installed on a Virtual Instance on a VMware Server with Windows
Server 2003. That VMware Server belongs to the MCS department and are restarted by MCS at least

twice a week due to power failure.

3.3 Un-interruptible Power Supply

The current UPS an APC — 4000Va. has failed and therefore has been causing the power failures that
SFA has been experiencing. The raw power from PUC is unstable, the use of the UPS was to maintain

the Power at a stable level for operation of the SFA’s equipment.
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3.4 SFA’s Network Backbone
The current SFA’s Network backbone is using a Star topology, but with multiple switches in all offices,

this configuration are causing a lot of network collisions thus slowing down traffic on the network

which in turn slowing down the SIH host on the network.

3.5 Data Storage

Currently data are scattered around on the Network with no proper security in place.

3.6 Backup

No Backup are currently being done
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4. Proposal

4.1 SIH Database Server

In a production environment, it is best to configure your application server and database server(s) on

separate machines. (This is called a multiple-host configuration.)

The figure below shows the preferred application server configuration with two database server

connections:

Server

Client | Application R
server DE
server

SErver

e
DB
Seryver

Client

Client

I0t

Benefits configuring the application server and database servers on separate machines results in the

following benefits:

e The application server does not compete with the database servers for CPU and memory

resources.

e The machine that hosts each database server can be configured to match that application server's

memory requirements.

o Database servers can be optimized and tuned without affecting the application server.
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e You can run your database servers on operating system platforms other than the one the
application server is running on. For example, you can run UNIX database servers and the

application server on Windows.

Drawback - One drawback to configuring application servers and database servers on separate

machines is that you must maintain extra machines.

This can be achieved in the windows environment by setting up clustering. A failover cluster is a
group of servers that work together to maintain high availability of applications and services. If one
of the servers, or nodes fails, another node in the cluster can take over its workload without any

downtime (this process is known as failover).

The figure below shows the failover clustering

3 | Windows 2008 R2 |
Active Node Passive Node

Heartbeat \\:‘
0
X

Windows 2008 R2

Database

In the case of SFA multiple Host configuration is the appropriate approach that has already been used
by the database designers. From that point on we also have multiple options for example which

platform to use (Windows, Linux).

The best system to be used would be Oracle on Linux, but it would be more practical to use windows
platform; see advantages and disadvantages of both main system. Linux would offer better database

management less prone to failures, like blue screen under windows platform.
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Advantages of Oracle Linux:
- Significant performance improvement
- Provides High Availability
- Contains in-depth system utilities and open-source code

- Highly respected by Oracle personnel

Advantages of Oracle Windows:
- Veryeasyto deploy and support
- Requires far less IT training
- Simple interface to Microsoft tools such as ODBC and .NET.

Here are some specific disadvantages to Linux and Windows:

Disadvantages of Oracle UNIX:
- Required specialized skills (vi, editor, shell scripting, etc.)
- Required highly-technical Systems Administrators and DBA
- Contains in-depth system utilities and open-source code
- Security Holes (if mis-configured)

- Susceptible to root kit attacks

Disadvantages of Oracle Windows:
- Slower than Linux
- Less glamorous for the SA and DBA
- History of poor reliability (bad reputation)
- Security Holes (if mis-configured)

- Susceptible to Internet viruses

Regardless how one will look at it the world of IT as we know it revolves around Windows Platform,
everything is developed under windows and easier to implement. As for Linux, one will require

professional skills to maintain, and not all resources that are needed will be easy to setup or configure.
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*The Best System in the case of SFA will be using Microsoft Windows Server*

Proposed Setup for SFA

The figure below shows the existing system in SFA

Client

Windows Application Server

Wmware instance in linux

The System is built in a mixed environment and the backend sits on a VMWARE Server being shared
by the MCS section, the problem exist right now that the MCS section at some point when they
have a problem on their side they would restart the VMware Server as it is being done which is
disrupting the flow of data for SIH and other artisanal application.

The Database will reside on a Physical Server (Linux or Window). The Application server on a
windows platform. 3 (Three) Servers are available for the project. Industrial occupy a server and

Artisanal a separate server.

The Mix environment would be conducive, if SFA will have someone with the expertise to work in
Linux, otherwise one would recommend that everything be developed in windows environment. Like
mentioned above Linux offer better environment for databases, but in the case of SFA, windows would

be easier to maintain and do fault findings.

Another server is also available consisting of AKADO, ANAPO, on a Linux platform with Database
and application on the same physical Server, that server will be re-configure with Windows platform

hosting the existing application but sharing the common backend system.

Page 17




Browser

Application server
5IH

Phyzical Backend
databasze Server

Configuration

After going over the resources available 2 servers has been identified as follows:

e Dell Storage NX3230 (SVRSTT Server)

- 16GB ram
- 7716 GB Hard Drive
- Microsoft Windows Server 2012 R2

e Dell PowerEdge R420 (ORACLE DATABASE Server)

- 8GB Ram
- 3TBHDD
- Microsoft Windows Server 2012 R2

Once all the system are online, they can be centrally be configured and monitored. Access can be
granted at different level. In order to know the availability of the system a Monitoring Software for
IT Infrastructure would be installed. That will monitor all the services running and return a failure to

the IT administrator.
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4.2 Un-interruptible Power Supply

2 new 10,000VA UPS has been installed in SFA. Apparently the UPS was bought but left into storage
for over a year. The necessary was done for the UPS to be installed as soon as possible. That

installation has resolves the issues of the database losing sync with the application server.

4.3 SFA’s Network Backbone

Works are currently being done on the SFA back-bone, to be replace by optic fiber, being under taken

by a contractor.

4.4 Data Storage

All Data pertaining to statistics are now stored on the SVRSTT server with security level per user.

4.5 Backup

That would be the most important aspect of it all “BACKUP”, SFA already own one of the best backup
device, being a tape Hybrid system. Retrospect Backup software will be used for backing up the

backend server and the application with the following backup topology.

The most common backup types are a full backup, incremental backup and differential backup. Other
backup types include synthetic full backups, mirroring, reverse incremental and continuous data

protection (CDP). The most basic and complete type of backup operation is a full backup.

Monday Full Backup
Tuesday Differential
Wednesday  Backup

Thursday Differential Backup
Friday Differential Backup
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Using this method of backing up it guarantees better recovery time. As in failure of the system,

Monday full backup will be restored and last differential backup used be restored.

4.6 Constraints

Some of the constraint face to conclude this project;

- Auvailability in obtaining the equipment and manpower to setup the Un-Interruptible power
supply and to put the new fiber optic backbone.

- Some of the software not completed and released from IRD, thus delaying the installation.

- Another New server is required as per the procurement system that will take some time as the
developer of SIH would prefer the front-end be removed from the SVRSTT server.

- Other factors like internet being so slow delays the setup and configuration of the SIH systems.

- The Aldabra Server for (T3+, Observe, A VDTH, AKADO, ANAPO) need to be replaced as

soon as possible, thus have to wait for new stock of Servers.
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5 Documentation of the SIH Server

Slim Dogley




5.1 SFA’s SVRSTT Server Specification

Dell PowerVault NX3230 storage Technical Specifications:

Computer Name: SVRSTT

Chassis: 2U Rackmount

Operating System: Windows Storage Server 2012 R2 Standard 64bit

Processors: Two, Intel Xeon E5-2609 v3 1.9GHz, 15M Cache, 85W or Intel Xeon E5-2630 v3 2.4GHz,
20M Cache, 85W

Memory: 16384MB.

HDD Capacity: Partition 1 140GB, Partition 2 140GB and Partition 3 7TB

Domain: sfa.sc

5.2 Drives and Folders Structure

The Drive C:\ is reserve for the operating Systems only, (Server Storage R2 2012)

Y i = K E [ Uninstall of change 3 pragiam
Laft 2 =4 - +8 System properties
PYG;EFU{S Open Rename Map network Add a network Open Control
diie= \acation Panel b Manage
[y ThapC
3
T Favorites 4 Folders (6)
B Desktop = -
8 Downloads - i Desktop } & Documents JE‘ Downloads
% Recent places I g
B Desktop i Pictures l Videos
A Administrater 3
M ThisPC 4 Devices and drives (3)
Deskin w050 DATAPART! (DY) DATARART? (E)
pA 5 m— o I— | -
£ Documents S 1 G free of 12768 " 159G free of 1336 IV 126180l 12778
& Dovmloads
U Music
& Pictures
8 Videos
B 0s(c)

=a DATAPARTI (D)
(. DATAPARTZ (E)
wa Libranes
€l Network
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Drive D:\ consist of the location for the installation of Microsoft SQL as SFA is currently using FINSS
which will be superseded by SIH in due course.

\ » This PC » DATAPARTT(D:) »

Mame

Apps
FIMSS
. NASShare
SIH
5QLSever 2005
5QLSever 2005 - Copy

Drive E:\ consist of the Main repository for the Statistics department with the following structure
below. Files are shared and view as per the permissions set. Users can only view only what folders

they have permissions to and thus will not know of the full file structure.

Only the Managers of the department can see the full structure and have full permission to modify the

structure as they see fit.
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5.3 Filesharing scenario on SVRSTT Server

SFA has a Windows Storage 2012 R2 Server and want to share a User folder in the network that will
be entered into AD into every user. As we keep a high standard of user integrity we will want to take

every necessary precaution to prevent users from accessing/viewing/deleting each other’s files.

5.3.1 Share Permissions

The SVRSTT server is a part of an active directory environment.

Create a folder named DATAREPOSITORY (this can be anywhere on the server but I will putitin E
)

Right-click on this folder and select Properties.

Select the Sharing tab

DATAREPOSITORY Properties -

| NFS Sharing
I Prewious Versions

] DATAREPOSITORY
Type: File folder
Location: E™
Size: 0 bytes

Size on digk: 0 bytes
Contains: 0 Files, 20 Folders

Created: 01 February 2018, 11:38:50

Attributes: [=] Read-only {Only applies to files in folder)

oK | | Cancel Apply
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Click Advanced Sharing.

Customize | Classification | MNFS Sharing
General | Sharing | Securty I Previous Versions

MNetwork File and Folder Sharing

| DATAREPOSITORY
l Shared

Network Path:
“WWSyrettdatarepositony

Advanced Sharing

Set custom pemissions, create multiple shares, and set other

Check ““Share this folder™.
Add a $ sign to the end of the Share name so it says Users$. (This makes this share invisible when
browsing the network)
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Click on the Permissions button.

[+] Share this folder
Settings

Share name:

| DATAREPOSITORY v]

| Add ” Remove

Limit the number of simultaneous users to:

Remove the Everyone group.
Click Add, and add the following groups: Administrators, System, Authenticated Users.
For each group (there should be three) give them full permissions (select allow under full control).

Share Pemissions

IGI'(!IJF) ar user names:
Authenticated Users
52 SYSTEM
3 Administrator (Administrator@sfa sc)

Pemissions for Authenticated
Users

Full Control

Change
Read

Click OK.
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5.3.2 NTFS Permissions

Select the tab Security.

Customize |  Classification
Geneal | Shaing |  Securty

Object name:  EADATAREPOSITORY

GI‘OIJD Or User names:

2, Autherticated Users

2 SYSTEM

%Mministlators (SVRST T \Administrators)
Users (SVASTT

To change pemissions, click Edit.

Pemissions for Users

Full cortrol

Modify

Read & execute
List folder contents
Read

Write

Special permissions

For special permissions or advanced settings,
click Advanced.

| | Cancel

Select Advanced button.

Mame: E\DATAREPOSITORY

Owner: Administrators (SYRSTT\Administrators) @ Change

Permissions Share Auditing | Effective Access |

For additional information, double-click a permission entry. Te modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
% Allow  Administrators (SVRSTT\Adm...  Full contrel EN This folder, subfolders and files
8 allow  SYSTEM Full control E This folder, subfolders and files
% Allow  Authenticated Users Modify E This folder, subfolders and files
ﬂ Allow  Users (SVRSTT'Users) Read & execute EM This folder, subfolders and files

| Add || Remove || View

Disable inheritance

["]Replace all child obhject permission entries with inheritable permission entries from this object

ok | [ cancel ]| Apply
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Select Disable Inheritance.

Select “Remove all inherited permissions from this object”.

Click on Add.

Select Users and hit remove (Do this for both if you have two field with user permissions)

Select Add and add the Authenticated Users group. At Apply To: Select: This folder only.or the
permissions select allow for: Traverse folder / execute file, List folder/read data, Read attributes,

Read extended attributes, Read permissions.
Permission Entry for DATAREPOSITORY == -

Principal:  Authenticated Users Select a principal

Type [ Allow v|
Applies to: | This folder only v]
Advanced permissions: Show basic permissions
[]Full control [] Write attributes
[#] Traverse folder / execute file [] Write extended attributes
List folder / read data [[] Delete subfolders and files
Read attributes [ Delete
Read extended attributes Read permissions
[[] Createfiles / write data [] Change permissions
[] Creste folders / append data [] Take ownership

Only apply these permissions to objects and/or containers within this container Clear all

Add a condition te limit access. The principal will be granted the specified permissions enly if conditions are met.

Add a condition

Click OK, Click OK, and Click OK again.

Page 30



Now your Security tab should look like the image below.

Permissions for DATAREPOSITORY -

Securty

Object name:  EMDATAREPOSITORY

GI‘OIJD Or uUser names:

& Administratar (Administrator@sfa sc)
52, CREATOR OWNER

2, 5YSTEM

| Add... || Remaove |

Pemissions for Authenticated
Users Allow

Full control

Modify

Read & execute
List folder contents
Read

ooogo
I:IDDDEIE?

OK || Cancel || fppy |

5.4 SIH Module

The SIH application Server resides on the SVRSTT server and the backend server consisting of the
Database DBSVR. The SIH System are being developed by Ifremer and the application run in Java.
The Application starts automatically when the server starts and can be manually override by 2 batch

files on the desktop to start and stop the service. See below

Start SIH Stop SIH
SEMvVEr SEMVEr
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Tomcat is an application server from the Apache Software Foundation that executes Java servlets and

renders Web pages that include Java Server Page coding. When Tomcat is running a window with

command prompt will appear on the screen showing all the transaction being performed by the client

or Host computers. Those are saved as log files.

BEE|

Tomcat

:@9:05,198 [PHOTO_TY¥PE] nb rows to update: B

:@?:085,208 [OBJECT_TY¥PE]1 nb rows to update: B
[ORDER_TYPE]l nb »ows to update: B
[ANALYSIS_INSTRUMENT 1 nb rows to update: @
[EDUCATION_GRADE] nb vows to update: B
[APPLIED_SIZE_CATEGORY]1 nbh rows to update: @
[SALE_TY¥PE]l nbh rows to update: 8
[SELLER_TYPE]1 nb rows to update: B
[METIER] nh rows to update: B
[DEPTH_GRADIENT 1 nh rows to update: @
[DISTANCE_TO_COAST_GRADIENT ] nb rows to update: @
[MEARBY SPECIFIC_AREA] nb rows to update: B
[EPATIAL_ITEM] nb rouws to update: @
[SPATIAL_ITEM_TYPE] nh rows to update: @
[UESSEL_OWMER] nb rows to update: @
[PERSON_SESSION] nh rows to update: @
[DELETED_ITEM_HISTORY1 nb wows to update: A
Total root rows to update:
Total root rows to treat: @
Total rows inserted: B
Total rows updated: @
Total rows deleted: B
Total rows rejected: @
Total rows treated: @

55 Backingup of SVRSTT

A daily backup are being perform at 6pm Using “Retrospect Backup”

“Retrospect Backup is trusted by over 100,000 homes and businesses in over 100 countries. With broad
platform and application support, Retrospect protects every part of your computer environment, on-

site and in the cloud. Start your first backup with one click.”

Retrospect

Datarepository being captured by retrospect backup
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Sample Backup log for SVRSTT

- 472572015 3:30:45 AM: Capying_;JDﬂImPEPDSITDRY on SVRESTT
472572018 3:31:53 AM: Found: 3 files, 22 folders, 12.0 MB
4/25/2018 3:31:54 AM: Finished matching
472542018 3:3531:59 AM: Copying: 3 files (12.0 MBE) and 0 hard links
4/25/2018 3:32:07 AM: Building 3napshot...
472572018 3:32:09 AM: Copying properties for 22 folders
4/25/2018 3:32:10 AM: Finished copyving properties for Z2 folders and 0 files
472572018 3:32:12 AM: Copying Snapshot: 2 files (139 EB)
4/25/2018 3:32:17 AM: Snapshot stored, 139 EBE
472572018 3F:32:17 AM: Execution completed successfully
Completed: 3 £iles, 12.0 ME
Performance: §9.6 ME/minute
Duration: 00:01:34 (00:01:25 idle/loading/preparing)
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